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Abstract: With the development of searchable encryption technology, users can enter multiple query keywords to retrieve data in the
cloud server. However, as the amount of data increases, the retrieval efficiency of the cloud server continues to decrease, and its secu-
rity is difficult to guarantee. To this end, this paper proposes a multi—keyword encrypted sort search method in cloud storage environ-
ment. Firstly, by clustering the keywords of the documents, an index vector with more concentrated features is obtained. Second, build
tags for the index and query vector, filter irrelevant documents based on the location of the query tags, and reduce search time. Final-
ly, the index vector is grouped according to the category of the corresponding mark, and the high—dimensional encryption key is re-
duced to multiple low—dimensional keys, which further reduces the encryption time of the index. As the number of document groups in-
creases, query time will be reduced by more than 50%. Experiments show that the scheme can improve query efficiency while ensuring
safety and query accuracy.
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Fig.1 System model of encrypted search scheme
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